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(57) Abstract :

The present invention discloses a browser extension (101) for real-time phishing threat prediction using Natural Language Processing (102). The extension analyzes
textual content, behavior patterns, and webpage context to assign threat probabilities (103), alert users, and highlight suspicious phrases. It operates locally to preserve
privacy and includes a user feedback loop (104) to refine future predictions. This system enables dynamic and explainable protection against evolving phishing threats
while maintaining lightweight, real-time performance across multiple browsers and languages.
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